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EU General Data Protection Regulation
(GDPR) - Background

« Entered into affect on May 25th 2018 & replaced EU Directive 95/46/EC

Objectives:
« To harmonize data protection laws across Europe

- Modernisation of Data Protection Rules for the Digital Age
- Strengthening the existing rights and empowering individuals with more control
* Improved level of compliance

Scope:

Applies to the processing of personal data by controller/processor

« established in the EU

« outside the EU that offer goods and services to, or that monitor, individuals in the EU.



Definitions

 Art. 4 (I): ‘Personal data’ means any information relating to an identified
or identifiable natural person (‘data subject’);

» Types of personal data:
« Explicitly disclosed data (e.q., name, delivery address)

 Implicitly disclosed data incl. meta data (e.q., IP address, MAC
address, cookies, location data, traffic data)

* Derived data (e.qg., user behavioral profiles) %@

.
* Third party provided data (e.qg., reputation scores) Q

AT



Definitions (ll)

. Art. 4 (1) * Art. t4 (7I) ”ClontTouer”: * Art. 4 (8) ”"Data Processor”:
» PRPL a natural or legal person, g natural or legal person,
Data Subject public authority, agency public authority, agency or
or other body which, other body which processes
alone or jointly with personal data on behalf of
others, determines the the controller:

purposes and means
of the processing of
personal data;

¥

Data Subject Data Data
Controller Processor

Data A\




Principles relating to processing of
personal data

(Art. 5):

* lawfulness, fairness and transparency
* purpose limitation

« data minimisation

 data accuracy

* storage limitation

* integrity and confidentiality

« accountability



Lawfulness of processing conditions

(Art. 6):
[Z] « Consent of the data subject

or processing Is necessary:
U * for the performance of a contract with the data subject
515 » for compliance with a legal obligation

» to protect the vital interests of a data subject or another
person

a - for the performance of a task carried out in the public
Interest

» for the purposes of legitimate interests pursued by the
controller or a third party



Consent

(Art. 4 (11)): Consent has to be

* Freely given
-> free choice, unbundled, no negative consequences if no consent is given
» Specific

-> for a specific purpose, separate opt-in for each purpose
* Informed about:

» controller’s identity, V[ lagree
* purposes, | disagree

* type of data,

* right to withdrraw consent,

 any use for decisions based solely on auttomated processings,
* risks of data transfers to third countries

« Unambigious indication of an agreement, by a statement or clear
affirmative action

 deliberate action, no pre-ticked opt-in boxes or opt-out constructions




Conditions for Consent (il)

(Art. 7):
« Controller needs to keep evidence that the data subject consented

« Data Subject has the right to withdraw consent at any time

» Withdrawal shall be as easy as to give consent



Overview to Data Subject Rights

\ Transparency Rights:

* Right to Information (ex ante)
* Right to Access (ex post)
 (Data Breach Noaotification)

* Intervenability Rights

Right to rectification

Right to erasure ("Right to be forgotten™)

Right to restriction of processing

Right to data portability

Right to object to marketing & profiling

(Right to withdraw consent)

 (Right to lodge complaint with supervisory authority)



Clear Rules for Business

* One single set of rules — which will make it simpler / cheaper for
companies to do business in the EU.

* One-stop-shop — businesses will only have to deal with one single (lead)
supervisory authority.

* European rules on European soil — companies based outside of Europe
will have to apply the same rules when offering services in the EU.

* Risk-based approach — measures tailored to the respective risks.



Obligations - Controller

* Implement appropriate technical & organisational data
protection measures (Art. 24, 25)

/_. .

(' "“\ * built into products and services from the earliest stage of development
I ‘ (Data Protection by Design — Art. 25 (1))

 to ensure that only the data necessary should be processed, short
storage period, limited accessibility (Data Protection by Default — Art.
25 (2))



Oligations - Controller (l1)

 Data breach notification to

* the supervisory authority (Art. 33) — without undue delay & within
72 hours if feasible (Art. 33)

 the data subject — in case of high risk to their rights and freedom
(Art. 34)

g © Data Protection Impact Assessement (Art. 35) - for high
fl risk data processing




Obligations — Processor & Controller

* Processing by processor governed by contract or legal act
(Art. 28)

* Security of Processing (Art. 32)

» Appropriate measures, such as pseudonymisation and/or encryption for protecting
Confidentiality, Integrity and Availability

—  «Maintain records of processing activities (Art. 30)

[ ]
l"‘ * Designate a data protection officer - DPO (Art. 38)

* Unless data processing is not their core business activity.



Data Transfers to Third Countries

(Art. 45): Adequacy:

Personal data can only be transferred to third country, where the
Commisson has decided an "adequate level of data protection”.

« Special adequacy decisions: Privacy Shield

 Privacy shield replaced Safe Harbor after CJEU 2014 Decision on Schrems vs.
Facebook

» However: Concerns by EDPS & Art. 29 Working Party

Examples of exceptions:
« Standard contractual clauses (Art. 46)
« Binding corporate rules (BCRs — Art. 47)
* Explicit consent (Art. 49)




10 Mistakes in System Design from a
Privacy Perspective (Hansen 2012)

. Storage as a Default

. Linkability as a Default

. Real Name as Default

. Function Creep as a Feature

. Fuzzy or Incomplete Policy Information as Default
. "Location does not Matter”

. No Lifecycle Assessment

. Changing Assumptions or Surplus Functionality

. No Interveneability foreseen

1
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14
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9
10.Consent not providing a Valid Legal Ground

Top 10 Mistakes in System Design from a Privacy
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More typical mistakes....(l)

« Concept or personal data/special categories of data misunderstood

+ Deleting direct identifiers not enough “;ﬁ:ﬁ;}.ﬁi e e
« Encrypted personal data = personal data f.“n Wf;fw pie mm;:m; w‘"t“"f%aﬁ:’:d“*'
« Be aware of (sensitive) meta data / derived data 'E‘F”.:.':i ICA | a GETD,JIE““ B
. Avoid freetext fields =persorial ="

« GDPR-in-compliant use of services (Google Suite, Dropbox, Survey Monkey...)
» Be aware of data transfer outside of EEA

» Data processing agreement needed o-a-M-&-B
t ::

!
? Google
'

=-2-m-B-




More typical mistakes .... (1)

« Use of Google Analytics without AnonymizelP

* Use AnonymizelP extension

 Alternative tools running locally (e.g. Piwik/Matomo)

* Website privacy leaks
« Set referrer-Policy to “no-referrer”

« Minimise third party cookies/services/trackers

* Privacy of audience not considered

* Alternative Channels for YouTube

j' 3 - Analytics r Storage
‘ Collector & Processing

end-user masked here
12.214.31.144 12.214.31.0

< Important Announcement!
PIWIK is now Matomo

Liberating A

Matomo is the only analytics —
over your data and more: g

+ Customisable and extensible
« Easy to use
+ No data limits

Source: https://support.google.com/analytics/answer/2763052?hl=en,
https://matomo.org/



https://support.google.com/analytics/answer/2763052?hl=en

Tools for ch

 PrivacyScore

» Dataskydd.net

ecking Privacy Status of websites

( ) PRIVACYSCORE LIsTS

CODE TEAM FA

( ‘r‘ ) PRIVACYSCORE LISTS CODE TEAM FAQ

PrivacyScore allows you to test websites and rank them according to their security and privacy feat

Create new site list

— or scan a single site immediately —

PrivacyScore is in public beta since 8 June 2017.
We post updates on Twitter.
Some parts of the site are also available in German. Please contact us if you want to contribute by translati
Note that it is not possible to edit lists at the moment. Feel free to create a new list and inform us so that we can delet:

Lists in the Spotlight

We present selected lists of websites that have been added to PrivacyScore.
Long lists load quite slowly. Please be patient.

€S>0 @ 8w

webbkoll.dataskydd.net/en/results7url=F

G webbkoll | dataskydd.net FAQ Tech  Donate M Svenska

Results for www.kau.se

Input URL: http://www.kau.se/
Final URL: https://www kau.se/

5 16

Secure Referrers not leaked Cookies

The server www.kau.se (193.10.226.48) appears to have been located in
Sweden during our test.

Secure connection
wwu. kau. se uses HTTPS by default.

HTTPS encrvpts nearlv all information sent between a client and a web

Third-party requests

SHOWING RESULTS FOR
https://www.kau.se/

SCAN#2 LAST SCAN 2018-10-01 @ 12:46 - 12:49

OVERALL RATING
RE-SCAN NOT AVAILABLE YET
©> Download Results as JSON
NoTrack EncWeb Attacks EncMail
Take this with a grain of salt! Some of our checks may report wrong results.
ANALYZED URLAFTER LOADING: ANALYZED MAIL SERVER: ON PRIVACYSCORE SINCE
https:/www kau.se/ smtpkause 2018-09-25
Whatis this? This page shows the result of a machine-generated analysis of a specific website, which was commissioned by - i
aPrivacyScore user. During the analysis it was checked whether the privacy of the visitorsis protected on a technical level -
aswell as possible when visiting the given internet addresses, and whether the operator uses common security mechanisms ——
onthe website. This can indicate how seriously an operator takes data protection. However, it is not possible to determine oee v
the actual security level achieved. ¥
E AL

Q

2 Check again
® 2018-10-01 12:57:48 Etc/UTC

8

Third-parties contacted

Please note that some sites use CDNs — content delivery networks — in
which case the server location might vary depending on the location of
the visitor. This tool, Webbkoll, is currently on a server in France.

Please note that this tool only checks whether HTTPS is used by default.
Next step is to ensure that the server is configured correctly and not



More typical mistakes .... (1)

« Sensitive data need special protection
* Rules of thumb: 2 factor authentication, encryption (SSL/TLS), etc.

* Public data still require data protection!



Open Challenges

« Open data, data management plans

« Usable privacy notices

* Distinction: sensitive vs non-sensitive data

* Transparency & Fairness of Al Algorithms

 Right to Explanations

» Purpose binding for derived data & “sticky policies”



Questions?
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